MonnTnKa MHPOPMaLIMOHHOM HEe30MacCHOCTH

BeeneHune

HacToswas NMonnTtnka nHpopmauymoHHomn 6esonacHocTu (aanee — Monutuka) UM KoHbKoB Bacuawii
dPeportoBuy (panee — KOMMAHWA) paspaboTaHa B COOTBETCTBUM C LLEASIMW, 334a4aMK U
npuHUMnamm obecneveHmnn 6€30MacHOCTN NEePCOHAbHbIX AaHHbIX, U3/TOKEHHbIX B KoHLenuun
nHpopmaumnoHHol besonacHoctn MCMAH KOMMAHUWN. Monntrka paspaboTtaHa B COOTBETCTBUM C
TpeboBaHMAMN PegepasbHOro 3akoHa oT 27 uronsa 2006 r. Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» U
noctaHosneHus MpasuTenbctsa Poccuiickoit ®eagepaumm ot 11 HoAbps 2007 r. Ne 781 «06
yTBEepKAeHUN MonoxKeHMA 06 obecneyeHn 6e30NacHOCTM NePCOHaNbHbIX AAHHbIX NPU NX

06paboTKe B MHPOPMALMOHHbIX CUCTEMAX MEPCOHANbHBIX AAHHbIXY», «[10I0XKEHUA O MeToAax U
cnocobax 3awmTbl UHGOPMALUM B MHOOPMALMOHHBIX CUCTEMAX MEPCOHAbHbIX AaHHbIXY,
yTBepKAeHHOro anpektopom ®CTIK ot 05.01.2010 r. Ne 58. B MNonntmke onpeaeneHbl TpeboBaHumA
K nepcoHany UCMNJH, cteneHb OTBETCTBEHHOCTU NepPCoOHasna, CTPYKTypa MU He0H6Xo4MMbIN YPOBEHb
3awmweHHoctn NCMNAH KOMMAHUN.

1. Obwme nonoxeHus

Llenbto HacToALwen Moantnkm asnaetca obecneyeHme 6esonacHOCTN 06bekToB 3awwmTbl KOMMAHUN
OT BCeX BMA0B Yrpo3, BHELWHUX U BHYTPEHHUX, YMbILWAEHHbIX U HenpeagHaMmepeHHbIX, MUHUMU3aLUA
yliepba oT BO3MOXKHOM peanunsaumum yrpos 6esonacHoctu MNAH (YBNAH). BesonacHocTb
NepCoOHaNbHbIX AaHHbIX AOCTUIAETCA NYyTEM UCKAOYEHUA HECAHKLMOHMPOBAHHOIO, B TOM Yucie
CNy4altHOro, A0CTyNa K NepCcoHabHbIM AaHHbIM, Pe3y/IbTAaTOM KOTOPOro MOXET CTaTb YHUUTOXKEHME,
n3MmeHeHue, 6J10KMpPOBaHME, KONMUPOBAHME, PACNPOCTPAHEHNE NEPCOHA/bHbBIX AAHHbIX, @ TaKkKe
MHbIX HECAHKLMOHUPOBAHHbIX AeNCTBUN. UHDOPMaLMA M CBA3AHHbIE C HEWN pecypcbl AONKHbI ObITb
[OCTYMHbI AN18 aBTOPU30BAHHbIX Nosib3oBaTenen. [LoNXKHO OCYLLECTBAATLCA CBOEBPEMEHHOE
obHapyKeHue n pearnpoBaHue Ha YBIMNOH. JoaKHO oCcyLWwecTBAATbCA NpeaoTBpaLLeHne
npeAHaMEpPEHHbIX UM CAYYaNHbIX, YaCTUYHbIX UM NMOJHbIX HECAaHKLWMOHMPOBaHHbIX MoANbUKaLLMiA
WAW YHUUTOXKEHMUA AaHHbIX. Ta MonnMTrKa MHGOpMaLMOHHON 6e3onacHOoCTM bblna yTBepKAEeHa
pykosoautenem KOMIMAHWUW v BeepeHa B aencteme npmukaszom Aupektopa KOMMAHUN.

2. Obnactb gencrema

TpeboBaHMA HacToALel NoNNTUKKM pacnpPOCTPaHAOTCA Ha Bcex coTpyaHnkos KOMMAHNN
(WTaTHbIX, BpEMEHHbIX, PaboTatoLWMX MO yYEeHUYECKOMY 4O0roBOPY M T.M.), @ TaKXKe Ha BCeX NPOYmX
v, Hactoswan MoanTuKa AencTeyeT B OTHOLWEHMM Bcel MHbopmaumm, kotopyto KOMMNAHUN
MOMKET MoJIYYnTb O M0/Ib30BATE/IE BO BPEMA UCMOb30BAHMA UM t0ObIX CepBMCOB U CyKb CaliTa
KOMMAHWW burenieskvazhin.ru (ganee — Cepsuchbl). Cornacue nosib3oBatena Ha NnpeaocTaBaeHue

MepcoHanbHOM MHPOPMaL MK, LaHHOE UM B COOTBETCTBUM C HacTosLLein MoMTUKON B pamKax
“cnosib3oBaHua ogHoro 3 CepBMCoB, pacnpocTpaHseTca Ha Bce Cepsucol CaitTa.

3. TpeboBaHMA K nepcoHany no obecneyeHunto 3awmtsl MAH

Bce cotpyaHukn KOMMAHUMN, asnatowmeca nonbsosatenamm NUCIMAH, 4O0MKHbI HETKO 3HATb U
CTPOro BbINONHATL YCTAaHOB/AIEHHbIE NPaBmaa M 06A3aHHOCTU MO AOCTYNY K 3alMLLaeMbiM 06beKTam
" cobntogeHuto NpuHATOro pexkmma besonacHoctu MAH. Mpu BCTyNAEeHUM B AO/IKHOCTb HOBOTO
COTPYAHMKA HenocpeacTBEeHHbIM HavyalbHUK NoApasaeneHuns, B KOTopoe OH nocTynaeT, ob6sa3aH
OpraHn30BaTb €ro 03HaKOMJ/IEHME C 4O0/IKHOCTHON MHCTPYKLMEN U HEOBXOAMMbBIMU AOKYMEHTaMM,
pernameHTUpyowmnmm TpeboBaHms no 3awmte MAH, a TakKe 0byyeHMe HaBblKkam BbIMOJHEHUA
npoueayp, He0H6Xo4MMbIX A1A CAaHKLMOHUPOBAHHOrO Ucnoab3oBaHua UCMOH. COTpYAHUK A0MKEH
6bITb 03HAKOMJIEH CO CBEAEHUAMM HacToAwen MONUTUKM, NPUHATBIMK NpoLeaypamm paboTsl C



anemeHTamun UCMNAH v C3MAH. CotpyaHmnkmn KOMIAHUN, ncnonb3sytowme TexHM4eckne cpeacraa
ayTeHTUOUKALUK, AONKHbI 06ecneynBaTb COXPaHHOCTb MAEHTUPUKATOPOB (3/IEKTPOHHbIX Ktouein) u
He gonyckaTtb HCL K HUM, a TaKXe BO3MOXKHOCTb UX YTEePU NN UCMOIb30BAHWUA TPETbUMMN TNLAMMN.
Monb3oBaTenn HecyT NepcoHasibHYH OTBETCTBEHHOCTb 3@ COXPAaHHOCTb UAEHTUGUKATOPOB.
CotpyaHunkn KOMIMAHWUW ponxHbl cneaoBatb YCTAHOBAEHHbIM Npoueaypam noaaepKaHma pexxmma
6e3onacHocTu MNAH npu Bbibope 1 UCNOIb30BaHWUM NAPOEl (eC/IM HE UCMOIb3YOTCA TEXHUYECKUE
cpeacTBa ayteHTUPUKauum). CotpyaHnkm KOMMAHUWM ponkHbl obecneuymnBaTb HagiexKalllyro
3awmTy obopynoBaHumA, ocTaBasemoro 6e3 npucmoTpa, ocobeHHO B Tex C/yyasnx, Korga B
nomeLleH1e MMEeLoT LO0CTYyN NOCTOPOHHME Anua. Bce nosb3oBaTenn 40MKHbI 3HATb TpeboBaHMA No
6esonacHocTM MNAH 1 npoueaypbl 3aLWMTbl 060PYL0BaHMA, OCTaBIEHHOIO 6e3 NPUCMOTPA, a TaKKe
cBom 06A3aHHOCTK Mo obecneyeHunto Takoi 3awmnTbl. COTPYAHMKAM 3anpeLlaeTcsa ycTaHaBAMBaTb
NOCTOPOHHEE NporpaMmHoe obecrneyeHne, NOAKAYATL IMYHbIE MOOU/IbHbBIE YCTPOMCTBA U
HOoCUTeNn MHPOPMaLMK, a TaKKe 3aNnCbiBaTb HA HUX 3alLmLLaemyto nHpopmaumto. CoTpyaHUKAM
3anpeLaeTca pasrialaTh 3almLaemyo MHGOPMaLLMIO, KOTopasa CTasla UM M3BECTHA Npwu paboTe ¢
MHPopmauMoHHbIMM cucTemamu KOMNAHUW, TpeTbum nnuam. MNpu pabote ¢ NAH 8 UCMNAH
coTpyaHukn KOMIMAHUW 06a3aHbl ob6ecneymTb OTCYTCTBME BO3MOXKHOCTU npocmoTpa MNAH
TPEeTbUMK INLLAMM C MOHUTOPOB APM nnn tepmuHanos. CotpyaHnkn KOMMAHUU ponHbl 6biTh
nponHdopmMpoBaHbl 06 yrpo3ax HapyLweHus pexxmma 6esonacHoct MNH U OTBETCTBEHHOCTU 3a €ro
HapyweHue. OHW A0NKHbI 6bITb 03HAKOMEHbI C YTBEPXKAEHHOW GOPMasIbHON NpoLenypoit
HaNOXKEHMUA ANCUMMNNMHAPHDBIX B3bICKAHWI HA COTPYAHMKOB, KOTOPbIE HAPYLUM/IM NPUHATbIE
NoAIMTUKY M Npoueaypbl 6esonacHocTu MNAH. CoTpyaHUKM 06a3aHbI 6e3 npomeaseHnsa coobuaTb
060 Bcex HabgaeMbIX MW NOA03PUTENbHBIX Cayvanx paboTel MCIMNAH, MoryLwmx nosaeys 3a coboi
yrpo3sbl 6e3onacHocTu MNAH, a TakKe 0 BbIABAEHHbIX UMW COOLITUAX, 3aTparnsatoLmx 6e3onacHoOCTb
MAH, pyKoBoACTBY NoApPa3AeeHMA U KLY, OTBeYatoLLeMy 3a 06paboTky MAH.

4. llenn cbopa 1 06paboTKM NnepcoHanbHOM MHPOPMaALLIMM NONb30BATENEN CaliTa
KOMMAHNI

KOMMAHUA cobupaeT n XpaHUT TOIbKO Te NepcoHasbHble AaHHbIE, KOTOpble HeobXxoaMMbI A5
OKasaHwWA ycayr Noib30oBaTesnto cainTa. MepcoHanbHaa MHPoOpMaLMA NOb30BaTENA MOXKET
MCNONb30BaTbCA B CAeAyOWMX Lensax: UaeHTMdMKaLMA CTOPOHbI B PaMKax UCMO/Ib30BaHUSA
Cepsucos CaitTa. CBA3b € N0/Ib30BaTE/IEM B C/ly4ae HEOOXOAMMOCTH, B TOM YnC/ie HanpaBaeHne
yBeA,0MAEHWNI, 3aNPOCOB U MHGOPMALLMM, CBA3AHHDLIX C OKa3aHWEM YCAYT, a TaKKe 06paboTKa
3anpocoB M 3aABOK OT Noab30BaTens. YayylleHune Kayectsa ycayr. NMposeaeHme CTaTUCTUYECKUX U
MHbIX MCC/IeA0BaHMI Ha OCHOBEe 06e31nMYeHHbIX AaHHbix. KOMIMAHWA He npoBepsaeT A40CTOBEPHOCTb
nepcoHabHOM MHOOPMALLMK, NPeaOCTaBAAEMOW NOb30BATENSAMM CAiTa, U He OCyLLecTBAAET
KOHTPO/b 32 Ux aeecnocobHocTbio. OaHako KOMIMAHUA ncxoant us Toro, YTo NoAb3oBaTeNb
npeaocTaBAseT 4OCTOBEPHYIO M AOCTAaTOYHYIO NEPCOHAbHYO MHGOPMALMIO MO BONPOCaM,
npepnaraembim B Gopme perucTpaLmm, U NoAAepKMBAET 3Ty MHOOPMALMIO B aKTyaIbHOM
COCTOAHUMW.

5. Ycnosus O6pa6OTKM ﬂepCOHaﬂbHOVI VIHd)OpN\aLI,I/IM nonb30BaTeENA U e nepegadun
TPETBUM NNLAM

KOMMAHUA xpaHUT nepcoHanbHyto MHGOpMaLLMo Nosib3oBaTeNell B COOTBETCTBUM C BHYTPEHHUM
pernameHToM. B OTHOLEHMM NepcoHanbHOM MHPOPMaL MM NONb30BaTeNsA COXPAHAETCA ee
KOHOUAEHLMANBbHOCTb, KPOME C/ly4aeB A0H6POBOIbHOMO NPeoCTaBAEHNA NONb30BaATENEM
nHpopmaumm o cebe ana obuiero goctyna Bcem nonb3osatensm Carita. KOMIMAHWA Bnpase
nepenaTtb NepcoHasabHy MHGOPMALLMIO MONb30BATENA TPETBUM JIMLLAM B C/IeAYHOLLMX CYYanAX:
Monb3oBaTeNb ABHO BbIPa3W/ CBOE COrlacMe Ha Takue gelicteus. MNepegaya HeobxoanMma B pamKax



MCNnosb30BaHMA Nosb3oBaTenem onpegeneHHoro Cepsuca 1Mbo ANA OKasaHUA ycayru
nonb3osatesto. Mpu sTom obecneynsaeTca KOHPUAEHLMAIbHOCTb NEPCOHaNbHOM MHGOopMaLMK, a
nonb3oBaTtesb byaeT AsBHbIM 06pa3som yBeAOM/IEH O Takol nepegaye. Mepegaya npegycMoTpeHa
POCCUMCKMM UM UHBIM NPUMEHUMbIM 3aKOHOAATEe/IbCTBOM B paMKax yYCTaHOBNEHHOM
3aKOHO4aTe/IbCTBOM MpoLeaypbl.

6. I3meHeHMe nonb3osatenem CalTa nepcoHanbHON MHGOpMaUmm

Monb3oBaTelb MOXKET B 11060 MOMEHT U3MEHUTb (0BHOBUTL, AOMNONHUTL) AN YAANUTD
NpeaoCTaB/AEHHYIO MM NEePCOHaNbHYO MHPOPMALLMIO UK €€ YacTb, HaNpPaBMB COOTBETCTBYIOLLEE
3aAsseHMe no novytosomy agpecy KOMIMAHUN.

7. Mepbl, NpUMeHsemMble A1A 3aLNUTbl NepPCcoHabHOM MHPOPMALLIMK NONb30BATENEN
KOMMAHUA npuHUMaeT Bce Heobxoanumble Mepbl A1 3alLUTbI H0ObIX MePCOHaNbHbIX AaHHbIX,
npeaocTaBasemMblX Nosb3osBaTenamm. Joctyn K NnepcoHabHbIM AaHHbIM MMEIOT TONbKO
YNOAHOMOYEeHHble coTpyaHuKn KOMMAHUWU, ynonHOMOYEHHble COTPYAHMKN CTOPOHHUX KOMMNAHWUI
(T.e. NOCTaBLLMKOB YCAYT) UM HALLMX AE10BbIX MAPTHEPOB, NOAMNUCaBLLME AOrOBOP O
KOHPUAEHLMANBbHOCTM M 3aLMTe NEPCOHasbHbIX AaHHbIX. Bce coTpygHukm KOMMAHUNU, umetowme
A0CTYN K NepCcoHanbHbIM AaHHbIM, AOKHbI NPUAEPKUBATLCA NOJIMTUKKN N0 obecnevyeHnto
KOHOMAEHUMANbHOCTM M 3alMTbl MEPCOHA/IbHBIX AaHHbIX. B Lensx obecneyeHums
KOHPUAEHUMANbHOCTU MHGOPMALIMM U 3aLMTbl NepCcoHaNnbHbIX AaHHbIX KOMMAHUA nogaepxusaet
cooTseTcTBYOWYO UT-Ccpesy v NpMHUMaET BCce Mepbl, Heobxoaumble A8 NpesoTBpaLLeHmA
HEeCaHKUMOHMPOBAHHOIO A0CTyNa (XakepcTaa).

8. 3meHeHme MonnTukn nHbopmaumoHHom besonacHocTu. MNpumeHnmoe

3dKOHOAaTe/IbCTBO

KOMMNAHMA nmeeT npaBo BHOCUTb U3MEHEHUSA B HACTOALLYO MOANTUKY MHOPMALIMOHHOM
6e3onacHOCTU. MNpn BHECEHUU U3MEHEHWI B aKTYa/IbHOW pefaKLMK YKa3blBAeTCcA AaTa NocaAefHero
obHoBneHus. Hoas peaakuma MoAUTUKM BCTYNAET B CUJTY C MOMEHTA ee pPasMeLLeHNs, eCAN UHOe
He NpesycMOTPeHO HOBOW peaakumen MonnTtnkn. K HacToawen Noantruke nu OTHOWEHUAM MeXAY
nonb3osatenem n KOMIMAHUEN, BO3HMKaIOWMM B CBA3M C NpUMeHeHMeM MoanTuKM 06paboTKu
NepCcoHanbHbIX AAHHbIX, NOANEKUT NPUMEHEHUIO AENCTBYIOLLEee 3aKOHOAATeNbCTBO Poccmnickoi
depepaunm.
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